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Weekly schedule

• Week 14 (today Nov 20): Ethics of Model Design and Use

• Week 15 (Nov 27): Project presentations   

• Week 16 (Dec 4): No class – Reading days

• Final paper due on Dec 8 @ 11:59 pm
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Final paper presentations

• Slides are due at noon next week
• Presentation length: 25 minutes (main) + 5 minutes (Q&A)
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Course evaluations (due Dec 3)

• Helps me understand what is working and 
whatnot
• Your evaluations are used in promotion 

and renewal of the faculty 

• It’s voluntary
• Click ”Course Evaluations” on BB.
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Today’s lecture

• Scientific research ethics
• Example cases from the last 400 years
• Example computational model failures
• Ethics in scientific models and modeling
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Ethics

• Dictionary definition*
• “Moral principles that govern a person's behavior or the conducting of an activity.”

• “The moral correctness of specified conduct.”
• “The branch of knowledge that deals with moral principles.”

• Challenging because moral principles vary by culture and time
• Has a trajectory similar to human rights movements
• usually gets better over time
• often there are sad stories behind ethical principles

• Technological advances introduce new ethical challenges
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*Source: Oxford dictionary



A short history of scientific research ethics*

Research ethics and their violation are as old as scientific method

• 1620: scientific research should benefit humanity 
(The Novum Organon by Francis Bacon).

• 1752: The Philosophical Transactions of the Royal Society of London 
becomes the first peer-reviewed journal.

• 1796: “Edward Jenner inoculates eight-year-old James Phipps with fluid 
from a cowpox pustule to immunize him against smallpox.”
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* Research Ethics Timeline by David B. Resnik, J.D., Ph.D., Bioethicist, NIEHS/NIH 
Picture sources: Wikipedia



A short history of scientific research ethics

The yellow fever cases

• 1897: “Giuseppe Sanarelli injects the yellow fever [virus] into five 
patients without their consent. All the patients developed the disease 
and three died.”

• 1900: “Walter Reed experiments to determine the cause of yellow 
fever. Thirty-three participants, including eighteen Americans and six 
Cubans, were exposed to mosquitoes infected with yellow fever or 
injected with blood from yellow fever patients. Six participants died, 
including two researcher-volunteers. The participants all signed 
consent forms, some of which were translated into Spanish.”
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Picture sources: Wikipedia



A short history of scientific research ethics

Cherry-picking and attribution

• 1909: “Robert Millikan performs oil drop experiments to determine 
the charge of an electron. Millikan received a Nobel Prize for this 
research in 1923. Historians and journalists who studied Millikan’s 
notebooks discovered that he did not report 33 out of 149 oil drop 
observations that he had marked as “fair” or “poor.” Millikan also did 
not name his student, Harvey Fletcher, as an author on the paper that 
reported the results of these experiments, even though Fletcher made 
important contributions to the design of these experiments, such as 
suggesting that Millikan use oil droplets instead of water droplets.”
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Picture source: Wikipedia



A short history of scientific research ethics

Fabrication

• 1909: “Museum curator Charles Dawson discovers a skull in at 
Piltdown gravel bed near Surrey, U.K. It was thought to be the 
fossilized remains of a species in between humans and apes (i.e. 
“a missing link”). A controversy surrounded the skull for decades 
and many scientists believed it to be fake. Chemical analyses 
performed in 1953 confirmed these suspicions by showing that 
the skull is a combination of a human skull and orangutan jaw, 
which had been treated with chemicals to make them appear old. 
The identity of the forger is still unknown, though most historians 
suspect Dawson.”
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A short history of scientific research ethics

Consent violations

• 1932-1972: “The Tuskegee Syphilis Study, sponsored by the U.S. 
Department of Health, Education and Welfare, begins in 1932. The study 
investigated the effects of untreated syphilis in 400 African American men 
from the Tuskegee, Alabama area. ….”
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The Tuskegee Syphilis Study
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Source: https://www.youtube.com/watch?v=afwK2CVpc9E 

https://www.youtube.com/watch?v=afwK2CVpc9E


A short history of scientific research ethics

The world war II misconducts

• 1932-1945: “Japanese scientists working at Unit 731 performed morally 
abominable experiments on thousands of Chinese prisoners of war, including 
biological and chemical weapons experiments, vaccination experiments, and 
wound-healing and surgical studies, including vivisections. The U.S. 
government agreed to not prosecute the scientists for war crimes in exchange 
for data from the biological and chemical weapons research. Unit 731 of the 
Imperial Japanese Army also conducted research on Korean prisoners/civilians 
(such as Dong Ju Yoon (arguably the most famous modern era Korean poet) 
and Chung-Chun Lee (a Korean national hero and freedom fighter)), as well as 
Mongolians, Manchurians (separate from Chinese), and Russians.”
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A short history of scientific research ethics

The world war II misconducts

• 1939-1945: “German scientists conducted morally abominable research 
on concentration camp prisoners, including experiments that exposed 
subjects to freezing temperatures, low air pressures, ionizing radiation 
and electricity, and infectious diseases; as well as wound-healing and 
surgical studies. The Allies prosecuted the German scientists for war 
crimes in the Nuremberg Trials. The Nuremberg Code provided the legal 
basis for prosecuting the scientists.”
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A short history of scientific research ethics

The atomic bomb

• 1942-1945: “The U.S. conducts the $2 billion Manhattan Project to 
develop an atomic bomb. General Leslie Groves direct the Project and 
physicist Robert Oppenheimer oversees the scientific work.”

• 1945: “The U.S. drops atomic bombs on Hiroshima and Nagasaki, Japan, 
killing an estimated 200,000 civilians.”

• 1949: “The Soviet Union tests an atomic bomb.”
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A short history of scientific research ethics

Code of ethics era

• 1947: The Nuremberg 
Code

CSI 709/CSS 739 - Verification and Validation of Models — © Dr. Hamdi Kavak 16

1. “Voluntary consent is essential
2. The results of any experiment must be for the greater good 

of society
3. Human experiments should be based on previous animal 

experimentation
4. Experiments should be conducted by avoiding 

physical/mental suffering and injury
5. No experiments should be conducted if it is believed to cause 

death/disability
6. The risks should never exceed the benefits
7. Adequate facilities should be used to protect subjects
8. Experiments should be conducted only by qualified scientists
9. Subjects should be able to end their participation at any time
10.The scientist in charge must be prepared to terminate the 

experiment when injury, disability, or death is likely to 
occur”

Source: The Nuremberg Code and its Impact on Clinical Research by Natalie Jarmusik



A short history of scientific research ethics

Unconsented experiments continued

• 1956-1980: “Saul Krugman, Joan Giles and other researchers conduct 
hepatitis experiments on mentally disabled children at The Willowbrook 
State School. They intentionally infected subjects with the disease and 
observed its natural progression. The experiments were approved by the 
New York Department of Health.”

• 1950s-1963: “The CIA begins a mind control research program [Project 
MKUltra], which includes administering LSD and other drugs to unwitting 
subjects.”
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A short history of scientific research ethics

Consented but deceiving experiments 

• 1961-1962: “Stanley Milgram conducts his "electric shock" experiments, which proved that 
people are willing to do things that they consider to be morally wrong when following the 
orders of an authority. The experiments, which had several variations, included a learner, a 
teacher, and a researcher. The learner was connected to electrodes. If the learner gave an 
incorrect response to a question, the researcher would instruct the teacher to push a button 
on a machine to give the learner an electric shock. Teachers were willing to do this even when 
the dial on the machine was turned up to “dangerous” levels and the learner were crying out 
in pain and asking for the experiments to stop…”

• 1971: The Stanford Prison Experiment by Philip Zimbardo: “What happens when you put good 
people in an evil place? Does humanity win over evil, or does evil triumph? These are some of 
the questions we posed in this dramatic simulation of prison life conducted in 1971 at 
Stanford university.”
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The Milgram experiment
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A short history of scientific research ethics

New ethics guidelines

• 1973: “After conducting hearings on unethical research involving human subjects, including 
the Tuskegee study, Congress passes the National Research Act in 1973, which President 
Nixon signs in 1974. The Act authorizes federal agencies (e.g. the NIH and FDA) to develop 
human research regulations. The regulations require institutions to form Institutional Review 
Boards (IRBs) to review and oversee research with human subjects.”

• 1979: “The National Commission for the Protection of Human Subjects in Biomedical and 
Behavioral Research publishes The Belmont Report: Principles of Ethical Research on Human 
Subjects. The Report provides the conceptual foundation for a major revision of the U.S. 
research regulations in 1981.”

• 1981: “The Department of Health, Education, and Welfare conducts major revisions of the 
federal human research regulations for human subjects research.”
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Lead paint exposure study (1990s)
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Source: https://www.youtube.com/watch?v=aOPKC-xDgUE
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Source: https://www.baltimoresun.com/health/bs-hs-kennedy-krieger-lead-paint-judgment-20191114-fxlxecyzg5hvnojmyy5onpwriy-story.html



A short history of scientific research ethics

Post-cold war era

• 1990: “The U.S. launches the Human Genome Project, a $20 billion effort to 
map and sequence the human genome.”

• 1990: “W. French Anderson begins the first human gene therapy clinical trial on 
patients with ADA deficiency, a genetic disease that affects the immune 
system.”

• 1991: “U.S. federal agencies revise their human research regulations. All U.S. 
government agencies, except the EPA, now accept one basic regulatory 
framework, known as "the Common Rule" (45 CFR 46).”
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A short history of scientific research ethics
Conflict of interest…

• 1994: “Two scientists who worked at Philip Morris, Victor DeNobel and Paul Mele, testify before Congress about secret research on the 
addictive properties of nicotine. If the research had been made public, the FDA or Congress might have taken additional steps to regulate 
tobacco as a drug. Many states and individuals brought litigation against tobacco companies, which led to a $206 billion settlement 
between tobacco companies and 46 states. The scientific community also publishes more data on the dangers of second-hand smoke.”

• 1995: “The NIH and NSF revise their conflict of interest policies.”

• 1999: “Jessie Gelsinger dies in a human gene therapy experiment at the University of Pennsylvania. The event triggers heightened 
scrutiny of conflicts of interest in human subjects research, including institutional conflicts of interest. Penn settles a lawsuit brought by 
the Gelsinger family for an undisclosed amount of money.”

• 2005: “In response to criticism from Congress, the NIH revises its conflict of interest rules for intramural research. NIH researchers cannot 
hold stock in pharmaceutical or biotech companies or consult with these companies for pay.”

• 2011: “The NIH and NSF revise their conflict of interest rules for funded research.”
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A short history of scientific research ethics
More medical studies…
• 1998: “Scientists perfect methods for growing human embryonic stem cells. Some countries ban the research; 

others promote it.”

• 2002-2004: “Scientists publish several papers in prominent journals with direct implications for bioterrorism. A 
paper published in the Journal of Virology described a method for genetically engineering a form of mousepox 
virus that is much deadlier than the naturally occurring strain. A paper published in Science showed how to make 
the poliovirus by obtaining supplies from a mail-order company. A paper published in PNAS develop a 
mathematical model for showing how many people would be killed by infecting the U.S. milk supply with 
botulinum toxin. In 2003, the American Society for Microbiology (ASM), the National Academy of Sciences, and 
the Center for Strategic and International Studies held a meeting to discuss the censorship biological research that 
poses security risks. Journals agree to self-censor some research.”

• 2018: “In October, He Jiankui, a scientist of the Southern University of Science and Technology in Shenzhen, China, 
announces the birth of the world’s first gene edited babies, both girls. He claims that he used CRISPR-Cas 9 
technology to modify the CCR5 gene to give the girls immunity to HIV. The announcement generates outrage 
around the world and many scientists and policymakers call for a ban on human germline, genome editing.”
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What are common academic misconduct today?

• Based on recent 600 retractions (http://retractiondatabase.org/)
• Top 10 reasons
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Beware of the science 
news cycle
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Many ways to appear in 
the news
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Models do appear in the news
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What doesn’t kill you,… 
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When COVID-19 projection fails
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Source: https://www.statnews.com/2020/04/17/influential-covid-19-model-uses-flawed-methods-shouldnt-guide-policies-critics-say/



Fueling anti-vaxxers
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Source: https://www.reuters.com/article/factcheck-preprint-myocarditiswithdrawn/fact-check-pre-print-study-that-claimed-1-in-
1000-risk-of-myocarditis-following-covid-19-vaccine-was-withdrawn-due-to-miscalculation-idUSL1N2QX1WS



Predictions vs. reality
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cough, cough
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Source: https://news.mit.edu/2020/covid-19-cough-cellphone-detection-1029



Election models
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Source: https://www.bloombergquint.com/gadfly/election-forecast-models-have-more-potential-than-simple-polling



Some other critical application domains

• Hurricane
• Climate change
• Medical models predicting ailments
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How to create and use models ethically?

• Follow code of ethics by a reputable institutions 
• Simulationist Code of Ethics (the Society for Modeling and Simulation International)

• Ethical Guidelines for Statistical Practice  (the American Statistical Association)

• Data Science Code of Professional Conduct (the Data Science Association)

• Code of Ethics and Professional Conduct (Association for Computing Machinery)
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E.g.: Simulationist Code of Ethics

• Provides 5 General codes related to

1. Personal Development and Profession
2. Professional Competence
3. Trustworthiness
4. Property Rights and Due Credit
5. Compliance with the Code
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Source: The Society for Modeling and Simulation International



Potential pitfalls for modelers

• Human data use can cause harm
• Privacy
• Bias

• Embedding values in models
• (Black-box) models used in
• Policing
• Judiciary systems
• Military applications
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Learning from data
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Source: https://www.theverge.com/2016/3/24/11297050/tay-microsoft-chatbot-racist



Data anonymization*

• “In 1997, Latanya Sweeney identified the Governor of Massachusetts’ 
medical records.
• Massachusetts released hospital records anonymized by removing names, 

addresses and SSNs
• Voter records have name, address, ZIP code, birth date, and sex of every voter
• Sweeney used zip code, birthdate and gender to uniquely identify Weld’s records
• 87% of US identified by zip, birthdate & gender”
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* Ethics of Data Science by Lawrence Hunter, Ph.D.



Unique in the crowd
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Source: De Montjoye, Y. A., Hidalgo, C. A., Verleysen, M., & Blondel, V. D. (2013). Unique in the crowd: The privacy bounds of human mobility. Scientific reports, 3, 1376.

• We study fifteen months of human mobility data for one and a half million 
individuals and find that human mobility traces are highly unique. In fact, in a 
dataset where the location of an individual is specified hourly and with a spatial 
resolution equal to that given by the carrier's antennas, four spatio-temporal 
points are enough to uniquely identify 95% of the individuals. We coarsen the 
data spatially and temporally to find a formula for the uniqueness of human 
mobility traces given their resolution and the available outside information. This 
formula shows that the uniqueness of mobility traces decays approximately as the 
1/10 power of their resolution. Hence, even coarse datasets provide little 
anonymity. These findings represent fundamental constraints to an individual's 
privacy and have important implications for the design of frameworks and 
institutions dedicated to protect the privacy of individuals.



Values in models

• Values should be explored as part of the modeling process (Pielke 2003).
• Assumptions can embed values or lack thereof.

• Values are diverse
• E.g.: power, authority, freedom, access, service…

• Two main types involved (Fleischmann & Wallace 2006)
• Embedded in computational models
• Contextual to the design and use of computational models
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A framework for modelers to promote ethical 
“good practice”
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Boden, L. A., & McKendrick, I. J. (2017). Model-Based Policymaking: A Framework to Promote Ethical “Good Practice” in Mathematical 
Modeling for Public Health Policymaking. Frontiers in public health, 5, 68.



A framework for modelers to promote ethical 
“good practice”
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Boden, L. A., & McKendrick, I. J. (2017). Model-Based Policymaking: A Framework to Promote Ethical “Good Practice” in Mathematical 
Modeling for Public Health Policymaking. Frontiers in public health, 5, 68.



Ethical dilemmas

• The trolley problem
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Ethical dilemmas

• The trolley problem updated
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Conclusion

• Models can be artificial, but they are subject to the same research ethics 
principles.
• When creating models
• Document steps for the fellow scientists to recreate the model
• Use human data responsibly
• Make sure value embedding does not make unethical consequences

• When reporting models
• Illuminate all model details and assumptions
• Share code when possible
• Report all the findings without cherry-picking
• Share data responsibly
• Do not over-interpret model findings
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